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This Online Safety Policy outlines the commitment of Watton Westfield & Watton Junior Schools to 
safeguard members of our school community online in accordance with statutory guidance and best 
practice.  
 
This Online Safety Policy applies to all members of the school community (including staff, pupils, 
governors, volunteers, parents and carers, visitors, community users) who have access to and are 
users of school digital systems, both in and out of the school. It also applies to the use of personal 
digital technology on the school site (where allowed). 
 
Watton Westfield & Watton Junior Schools will deal with such incidents within this policy and 
associated behaviour and anti-bullying policies and will, where known, inform parents/carers of 
incidents of inappropriate online safety behaviour that take place out of school. 

  
The school will monitor the impact of the policy using: 

  
  
  
  

  
  
  

  
The school Online Safety Policy: 
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To ensure the online safeguarding of members of our school community it is important that all 
members of that community work together to develop safe and responsible online behaviours, 
learning from each other and from good practice elsewhere, reporting inappropriate online 
behaviours, concerns, and misuse as soon as these become apparent. While this will be a team 
effort, the following sections outline the online safety roles and responsibilities of individuals and 
groups within the school. 
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place in order for appropriate action to be taken in a timely manner to safeguard and promote 
 

school or college leadership team, is appointed to the role of designated safeguarding lead. The 
designated safeguarding lead should take lead responsibility for safeguarding and child protection 
(including online safety and understanding the filtering and monitoring systems and processes in 

 
 

Governors are responsible for the approval of the Online Safety Policy and for reviewing the 
effectiveness of the policy 
in Schools and Colleges  .   
 
This review will be carried out by the safeguarding governor who will receive regular information 
about online safety incidents and monitoring reports. A member of the governing body will take on 
the role of Online Safety Governor to include: 

  
  
 

 
 

 

 
  
 

 
 

The governing body will also support the school in encouraging parents/carers and the wider 
community to become engaged in online safety activities. 
 

 
Keeping Children Safe in Education states that: 

protection (including online safety and understanding the filtering and monitoring systems and 
 

confident that they have the relevant knowledge and up to date capability required to keep children 
 

can recognise the additional risks that children with special educational needs and 
disabilities (SEND) face online, for example, from bullying, grooming and radicalisation and are 
confident they have the capability to support children with SEND to stay sa  
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The DSL will: 
  
 

 
 

 
  
 

 
 

 

 

 
The Online Safety Lead will: 

  
 

 
  
 

 
 

 
 

 
  
 

 
  
  
  
  

 
Curriculum Leads for Computing and PSHE/RHSE will work with the DSL/OSL to develop a planned 
and coordinated online safety education programme  
This will be provided through: 
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All school staff are responsible for ensuring that: 
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The DfE Filtering and Monitoring Standards says: 

(DSL) and IT service providers in all aspects of filtering and monitoring. Your IT service provider may 
be a staff technician or an external service provide  

both safeguarding and IT staff to be effective. The DSL should work closely together with IT service 
providers to meet the needs of your setting. You may need to ask filtering or monitoring providers for 

 

 

  
  
  

 

  
  
   
  

 
-time staff for each of these roles and responsibility may lie 

as part of a wider role within the school, college, or trust. However, it must be clear who is 
responsible, and it must be possible to make prompt change  
 
 
The schools have an external IT provider (JC Comtech). However, it remains the responsibility of the 

obligations and responsibilities require. It is also important that the provider follows and implements 
school Online Safety Policy and procedures. 
 
The IT Provider is responsible for ensuring that: 
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Parents and carers play a crucial role in ensuring that their children understand the need to use the 
online services and devices in an appropriate way.  

The school will take every opportunity to help parents and carers understand these issues through: 
 publishing the school Online Safety Policy on the school website 
  
 

 
  
 

national/local online safety campaigns and literature.  
 

Parents and carers will be encouraged to support the school in:                
  
 

 
 

 
Community users who access school systems/website/learning platform as part of the wider school 
provision will be expected to sign a community user AUA before being provided with access to 
school systems.  
The school encourages the engagement of agencies/members of the community who can provide 
valuable contributions to the online safety provision and actively seeks to share its knowledge and 
good practice with other schools and the community.  
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DSLs will always respond to an online safety incident (as triggered by any notification from the 
, or raised directly by a member of the school community. 

The response taken will depend on the nature of the incident.  
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Designated Safeguarding Lead (DSL) 
notified of an Online Safety incident1

Unsuitable or inappropriate materials or 
activity

Illegal materials or activities 
found/suspected

Convene Safeguarding Incident Review Meeting 

Carry out immediate safeguarding actions necessary to protect individuals

Investigate incident and discuss with 
the pupil / staff / to determine what 

happened

Update parents/carers on incident as 
applicable

Review policies & processes and 
identify learning opportunities 

Ensure updates to  practice are shared 
with  staff

Implement changes and monitor 
situation.

Ensure the wellbeing of those involved 
is addressed.

Ensure Incident Log is updated and 
make available as required

Wellbeing of a child potentially 
at risk

Staff, volunteer or 
other adult

Follow established 
safeguarding arrangements

and report to the Police
immediately

Secure and preserve evidence in-line with Police/Safeguarding 
advice.

Remember, do NOT investigate yourself.

If no illegal activity or 
content is confirmed, revert 

to internal procedures

If illegal activity or content 
is confirmed, allow Police or 

relevant authority to 
complete their 

investigation and seek 
advice from the relevant 

professional body.

In the case of a member of staff or volunteer, it is possible
that a suspension will take place at the point of referral to the 

Police whilst investigations are undertaken. Always ensure 
external advice and HR processes are correctly applied and 

followed

Refer to the LA, 
LADO and 
follow HR 
processes

Await Police response
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Keeping Children Safe in Education
states:  

monitoring systems are in place ...governing bodies and proprietors should be doing all that they 

part of this process, governing bodies and proprietors should ensure their school or college has 
appropriate filtering and monitoring systems in place and regularly review their effectiveness. They 
should ensure that the leadership team and relevant staff have an awareness and understanding of 
the provisions in place and manage them effectively and know how to escalate concerns when 

 
The appropriateness of any filtering and monitoring systems are a matter for individual schools and 
colleges and will be informed in part, by the risk assessment required by the Prevent Duty. To 
support schools and colleges to meet this duty, the Department for Education has published filtering 
and monitoring standards  
 
The school filtering and monitoring provision is agreed by senior leaders, governors and the IT 
Service Provider JC Comtech and is regularly reviewed (at least annually) and updated in response to 
changes in technology and patterns of online safety incidents/behaviours. 
Day to day management of filtering and monitoring systems requires the specialist knowledge of 
both safeguarding and IT staff to be effective. The DSL will have lead responsibility for safeguarding 
and online safety and the IT service provider will have technical responsibility, as laid out in the 
Service Level Agreement. 
 
The filtering and monitoring provision is reviewed at least annually by the Executive Headteacher 
and Designated Safeguarding Lead, with the involvement of the IT Service Provider.  
 

 
The DfE Technical Standards for Schools and Colleges states: 

well as offline. Governing bodies and proprietors should make sure their school or college has 
appropriate filtering and monitoring systems in place, as detailed in the statutory guidance, Keeping 
children safe in education. 
Filtering is preventative. It refers to solutions that protect users from accessing illegal, inappropriate 
and potentially harmful content online. It does this by identifying and blocking specific web links and 
web content in the form of text, images, audio and video. 
These standards help school and college leaders, designated safeguarding leads and IT support 
understand how to work together to make sure they can effectively safeguard their students and 

 
 
The Executive Headteacher and safeguarding governor are responsible for ensuring these standards 
are met. Roles and responsibilities of staff and third parties, for example, in-house or third-party IT 
support are clearly defined. 

The school manages access to content across its systems for all users and on all devices using the 
schools  internet provision. The filtering provided meets the standards defined in the DfE Filtering 
standards for schools and colleges and the guidance provided in the UK Safer Internet Centre 
Appropriate filtering: 
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If necessary, the school will seek advice from, and report issues to the relevant authority. 
 

 
The DfE Technical Standards for Schools and Colleges states: 

some cases, records this activity. Monitoring can be manual, for example, teachers viewing screens 
as they walk around a classroom. Technical monitoring solutions rely on software applied to a device 

potentially harmful activities, including bullying. Monitoring solutions do not block users from seeing 
or doing  
 
The school follows the UK Safer Internet Centre Appropriate Monitoring guidance.  
 
 The school has monitoring systems in place, agreed by senior leaders and technical staff, to protect 
the school, systems and users:  
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The school technical systems will be managed in ways that ensure that the school meets 
recommended standards in the DfE Technical Standards for Schools and Colleges 

 

 
 

 
 

 
  
  
  
 

 
  
 place 

 
 

 
 The Executive Headteacher
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 Care will be taken when using Artificial Intelligence services to avoid the 

   
 

 
 

 
 

 
 

  
The school communicates with parents/carers and the wider community and promotes the school 
through: 

  
  
  

 
The school website is managed/hosted by https://www.thespecialists.org.uk/). The 
school ensures that online safety policy has been followed in the use of online publishing e.g., use of 
digital and video images, copyright, identification of young people, publication of school calendars 
and personal information  ensuring that there is least risk to members of the school community, 
through such publications. 
Where learner work, images or videos are published, their identities are protected, and full names 
are not published.  
 
The school public online publishing provides information about online safety e.g., publishing the 
schools Online Safety Policy and acceptable use agreements; curating latest advice and guidance; 
news articles etc, creating an online safety page on the school website. 
 
The website includes an online reporting process for parents and the wider community to register 
issues and concerns to complement the internal reporting process. 
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The DfE Cyber security standards for schools and colleges explains: 

colleges. These incidents or attacks will often be an intentional and unauthorised attempt to 
access, change or damage data and digital technology. They could be made by a person, 
group, or organisation outside or inside the school or college and can lead to:  

 safeguarding issues due to sensitive personal data being compromised  
 impact on student outcomes  
 a significant data breach  
 significant and lasting disruption, including the risk of repeated future cyber 

incidents and attacks, including school or college closure  
 financial loss  
  

The trust has overall responsibility for adherence to the DfE Cybersecurity standards for school and 
colleges and the Executive Headteacher work in conjunction with trust leaders in their 
implementation. 

  
This policy should be read in conjunction with the following related policies: 

  
  
  
  
  
  


